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How to SFTP Files to nice.fas.harvard.edu

from Windows

Recall that nice. fas.harvard.edu refers to a cluster of computers running Linux on which you
have an account (your so-called FAS account). On this cluster you have several megabytes of
storage space (your so-called home directory). To SFTP files to your account means to upload files
to your home directory via an SFTP client, a program that “speaks” SFTP.

Distinct from nice.fas.harvard.edu is fas.harvard.edu, which refers to a separate cluster of
computers intended for non-instructional purposes. You shouldn’t SSH to fas.harvard.edu for
CSCI E-259, but you may SFTP files to it, as your same home directory is accessible on both
nice.fas.harvard.edu and fas.harvard.edu. For simplicity, this document explains how to
SFTP files to fas.harvard.edu, as most SFTP clients on campus are already configured for
fas.harvard.edu but not nice.fas.harvard.edu. However, you may certainly SFTP
files to nice.fas.harvard.edu instead.

You’re welcome to use any SFTP client for CS 50. This document explains how to install and use

SecureFX, commercial software for Windows for which Harvard has a site license; it’s installed on
most PCs around campus and can also be installed on yours.
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Installing SecureFX

If SecurelFX is not already installed on your computer, download the installer for SecureFX to your
desktop via the course’s website under Software. Double-click the installer’s icon and follow the
on-screen directions. It’s fine to breeze through them, leaving all defaults selected.
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Launching SecureFX

Launch SecureFX via its icon. You should then see a window like the below appear. If not, make it
appear by going to File — Connect...

_iolx
oA fBRE X E k| E| 7
B [ Session:

@ eecs. harvard. edu
e K [ harvard edu

IV Show dizlog on startup

| Connect I Cloze

The window you see may or may not list these same sessions. If fas.harvard.edu does not
appear in the list, proceed to Creating a Session, below. If fas.harvard.edu does appear in the
list, skip to Using SecureFX.
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Creating a Session
The PCs in Harvard’s labs should already have a session configured for fas.harvard.edu. If
you're using SecureFX on your own computer, you should need to create a session for

fas.harvard.edu only once, if at all.

In the Connect window (pictured above), click the third icon over from the top-left that looks like
the below.
]

Make the window that appears look exactly like the below.

Mew Session Wizard x|

Thiz wizard will help pou create a new seszion for connecting o a
rernoke server.

YWhat tppe of connection do pou want to establish?

Protocal: |SFTF j

[ Do not use this wizard when creating sessions

izt Cancel
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Click Next and make the window that appears look exactly like the below.

Mew Session Wizard

YWhat iz the name or IF addreszs of the remaote host?

The uzer name can be left blank.

Hostname: Ifas.harvard. edu

Part: |22—

Firewall I Mane j
Uszermame: I

< Back I Mewxt > I Cancel |

Click Next yet again and make the window that appears look exactly like the below.

Mew Session YWizard

The wizard iz now ready ko create the new session for you,

YW hat name do you want to uze to uriguely identify the new sezzion?

Session name:  ((EEALEIRE=sN=1]?

Description:

< Back | Finizh I Cancel
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Finally, click Finish. You should see a window like the below appear. Again, the window you see
may or may not list as many sessions, but it should now at least include fas.harvard.edu.

_ioix)
oA SRR X E| k| E| 7

= [:I Seszionz
@ eecs. harvard. edu

faz. harvard.edu

IV Show dizlog on startup

| Connect I Cloze
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Using SecureFX

Launch SecureFFX. Assuming you (or somebody) has already created and configured a session for
fas.harvard.edu, you should see a window like the below.

SRS
o B A % B R XE kB %
B [ Session:

@ eecs. harvard. edu
e K [ harvard edu

IV Show dizlog on startup

| Connect I Cloze

Highlight fas.harvard.edu by clicking it, then click Connect. If you see a window like the below,
click Accept & Save.

NewHostkey x|

The hiozt key zent by the zerver iz different from
5 the host key stored in the host key database for
faz. harvard.edu (140,247 34.98), port 22, Thiz mayp mean
that a hostile party haz “hijacked" vour connection
and you are not connected ko the zerver you specified.

[t iz recommended pou verify pour host key before accepting.

Server's hozt key fingerprint (MD5 hazh]:
9235k 280z b2:9d: 3483 6d: 9 2360 d3: 3b:ch

Accept Once |

Cancel |
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Provide your username and password if prompted. A window containing at least two smaller
windows should then appear, much like the below. Even if your own smaller windows are arranged
differently, you should find that one provides you with access to the contents of your local
computer, while another provides you with access to the contents of your home directory.

ST
Cil= Cdt %ew ©Cptions Tools Window |=lp
HHRAB| ¢ 20| 2| X ([EE % i

£ Local -Desktop

(2} Desktop

{4 My Dacimerts

0 j My Zormnpukc:
[ My detwork Yaces

=10 %]

Marne |
DNy Dacurrents

j My Cornpuker

‘QMV Mebwork Places

) Oscartime.sb

Z24-3e3-2007
Z24d-Fep-2007
ad-gen—20uUy

<
.<
) .
e Z5-Ses—2007

5 entries 4| entries
Filenamme | Destination | Cize of Filel Bytes Traﬁsfeuedl ZPrngressl = lapzed _imel Tirne _eft| Spee:ll Statuz |
4| | 2l
Far Help, prezs FL
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Navigate your way to the file(s) that you would like to upload by double-clicking the appropriate
icons within the window representing your local computer. Then, navigate your way to the directory
to which you would like to upload one or more files by double-clicking the appropriate icons in your
home directory’s window. Click the file(s) that you would like to upload and drag the file(s) to their
destination within your home directory. You may see, toward the bottom of SecureFX’s window,
the upload’s progression. Once the upload is complete, your window should resemble the below.'

&5 BecurerX O] x|
Cil=  Cdit Wisw Options Tools  Windww el

DHAR| % Be| 2 x| EE

5 -
= Local - Desktop N fas.harvardedu - ps0 ;IEIﬁI
(5} Desktap Meme - ...

; { M

E'ﬂ:‘ My Dozuments [ My Jocumerks EEI ofs .

o] ;ﬂ My Computor oty Zomaurer .

B8 My Meswark Places cuestions kxt
i e HMV Setwark 2aces

B Oscartime,sh

1| I

Z4-3=p-2007
4096 Mor Z24-S=p-2007
53 Mo d4-ozp-aUJuy

51I721E8 Tus 2E5-S=p-2007
KN I
5 entries 2 enkries
Filename | Jegtnation | Size of Fi|e| Butes T'anslenedl % F'r:gressl Elepzed Tirrel Time Leltl Speedl Stauz |
CADocuments anc Setingst... ‘nfsshomz/d... 985 ME 9.585 MB 100 o000:cs 000000 2SF3E KES: Finshed 0972374
«| | i

For Help, prass FL

May that you never have to read all of these directions again!

I Perhaps needless to say, this screenshot suggests that username uploaded Oscartime.sb from his or her desktop to
his ot her ~/cs50/pso/ directory.
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