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How to SSH to nice.fas.harvard.edu
from Windows

Recall that nice. fas.harvard.edu refers to a cluster of computers running Linux on which you
have an account (your so-called FAS account). Even though those computers are locked away in
the basement of the Science Center (and might not even have monitors or keyboards), you can still
“open a shell” on them in order execute commands remotely via a protocol called SSH.! On this
cluster you have several megabytes of storage space (your so-called home directory). To SSH to
nice.fas.harvard.edu, then, is to access your account and, in turn, home directory on this
cluster remotely. All you need is an SSH client, a program that “speaks” SSH.

You’re welcome to use any SSH client for CSCI E-259. This document explains how to install and

use SecureCRT, commercial software for Windows for which Harvard has a site license; it’s installed
on most PCs around campus and can also be installed on yours.”
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LA “protocol” is essentially a language that computers speak in order to communicate.
2 A popular alternative is PuTTY, which is also available for download via the course’s website under Software.
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Installing SecureCRT

If SecureCRT is not already installed on your computer, download the installer for SecureCRT to
your desktop via the course’s website under Software. Double-click the installer’s icon and follow
the on-screen directions. It’s fine to breeze through them, leaving all defaults selected.
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Launching SecureCRT

Launch SecureCRT via its icon. If you see a window like the below, just click YES and leave the
checkbox checked.

SecureCRT 5'

SecureCRT iz nat currently your default Telnet application. s
! YWwhould pou ke to make SecureCRT pour default Telnet

application’?

¥ Always perform thiz check when starting SecureCRT

You should then see a window like the below appear. If not, make it appear by going to
File — Connect...

liE Connect - O] x|
A5 &8 B XE| kw2
= o R
- cfall harvard edu
- fasharvard edu
- hesharvard edu
- rice fas harvard edu
@ wally. eecs. harvard. edu
) wihharvard. edu
¥ Show dialog on startup [T Openin atab
| LConnect I Cloze

The window you see may or may not list as many sessions. If nice.fas.harvard.edu does not
appear in the list, proceed to Creating a Session, below. If nice.fas.harvard.edu does appear
in the list, skip to Configuring a Session.
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Creating a Session

If youre using SecureCRT on your own computer, you should need to create a session for
nice.fas.harvard.edu only once. On a PC in one of Harvard’s labs, you may need to create a
session each time you use the PC, as lab PCs’ hard drives tend to be restored to defaults upon logout
or overnight.

In the Connect window (pictured above), click the third icon over from the top-left that looks like
the below.
]

Make the window that appears look exactly like the below.

Mew Session Wizard x|

Thiz wizard will help pou create a new seszzion for connecting o a
remate Server.

"w'hat tppe of connection do pou want to establish?

Protocol: | 55HZ j

[ Do not use this wizard when creating sessions

Eimzt Cancel
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Click Next and make the window that appears look exactly like the below.

Mew Session Wizard

YWhat iz the name or IF addreszs of the remaote host?

The uzer name can be left blank.

Hostname: Inice.fas.harvard.edu

Part: |22—

Eirewall: I Mone j
Username: I

< Back I Mewxt > I Cancel |

Click Next yet again and make the window that appears look exactly like the below.

Mew Session YWizard

The wizard iz now ready ko create the new session for you,

YW hat name do you want to uze to uriguely identify the new sezzion?

==l 1ice. fas harvard. edu

Description:

< Back | Finizh I Cancel
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Finally, click Finish. You should see a window like the below appear. Again, the window you see
may or may not list as many sessions, but it should now at least include nice. fas.harvard.edu.

=101%]
HAEE| e R X | o7

= [ Sessions
- 43 cfal harvard. edu
----- & fas harvard.edu
A hesharvard edu

----- hicc.faz harvard. cdu
b wally eecs harvard.edu
“did wih.harward. edu

[ Show dialog on startup [T Openinatab

LConnect I Cloze I
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Configuring a Session

If you’re using SecureCRT on your own computer, you should need to configure a session for
nice.fas.harvard.edu only once. On a PC in one of Harvard’s labs, you may need to configure

a session each time you use the PC, as lab PCs’ hard drives tend to be restored to defaults upon
logout or overnight.

In the Connect window (pictured above), right-click the icon to the left of
nice.fas.harvard.edu and choose Properties. You should see a window like the below.

Session Options - nice.fas.harvard.edu x|
LCategony:

i Logon Scripts

El 55H2 Mame: Inice.fas.haward.edu
SFTPTab

. Advanced Protocol  [s5H2 -]

El- F'Eu:urt Fonwmarding — Description
- Remote/<11 Enter a description below that may be optionally displaved in the

=) Teminal Connect window.
B- Emulation

M odes :I

M apped Feys
- ddvanced
=] Appearance
L wfindow
-~ Log File ;I
[=I- Printifig
. ddvanced
- AmodemZmodemn

] I Cancel
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Click Remote/X11, and make the window that appears look exactly like the below.

Session Options - nice.fas.harvard.edu x|

LCategony:
El- E_u:unneu:tiu:un Remote Port Forwarding /211 Forwarding
i Logon Scripte
- 55H2 ~ Remotely fanwarded connections
SFTF Tab MHame | Remate Addrezs | Local Host
: i tdvanced
= Port Fonaarding
o Remates#11
[=- T_erminal
=+ Emulation 4| | ﬂ
Maodes
- Emacs Add.. Edt.. Defeiz |
Mapped Keys
- Advanced —11 Fonwarding
= .ﬁ.ippea.rance Selecting thiz option causes SecureCRT to request that the remote
""" W'”d':'w rnachine farsard 217 data ba the ¥ server running on the local
-- Log File rnachite,
[=I- Printifig
- dvanced v Fonward 11 packets
- rmoderns/Zmodemn i i
IMPORTAMT: Ary changes pou make will not take effect until the nest
time this sezsion connects.

Cancel |
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Click Emulation, and make the window that appears look exactly like the below.

Session Options - nice.fas.harvard.edu x|

LCategony:
i Logon Scripte
= 55H2 ~ Emulation
- SFTPTab Teminal  [VT100 | ¥ &NSI Color
‘- Advanced

El Fort Forwarding [T Select an alternate keyboard emulation

i Pemote11 I Drefault j I J

[=- T_erminal
B E;mul'lﬂaut:Ezs ~Size On resize
Ermacs Logical rows: |24— i gynnlz:hrﬁni?e Wigw bo size
cale the font
E;EE::EEE}IS Laghee! alimrs: IBD " Retain size and fort
[=]- Appearance
Lowindow ~ Scrollback
- Log File Scrollback buffer: ISEEIEIEI
= F'_rinting
‘- Advanced
- #mniodemsZmodem

Cancel |
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Click Emacs, and make the window that appears look exactly like the below.

Session Options - nice.fas.harvard.edu x|

LCategony:
Logon Scripts
= 55H2
i LLSFTPTab IF you commonly use Emacs, pou can configure pour session to uge
. Advanced the LT key as the meta key. Howeswer, this will affect your ability to

El Port Farwarding uze the ALT key combinations to access menus.
L Remaotes11 Alzo, many international keyboards have an ALTGR key which

uzes the zame keyboard code as CTRL+ALT.

= T_erminal
B- E:mulaticun ¥ UseALT az meta key

[T Preserve ALTGR international key

Mapped Keys " |Uze Bth bit far meta key [requires termcap suppart]
L Advanced
[=]- Appearance
L indow
- Log File
[=I- Printifig
L Advanced
- FmodemZmodemn

' Send escape for meta key

Cancel |
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Click Mapped Keys, and make the window that appears look exactly like the below.

x|
LCategony:

- Logon Scripts

= 55H2 ~ Mapped keys

: SFTF Tab F.ey Combination | Function I Argument |

P b Advanced

=- Part Fonwmarding
. Remote/%11

[=I- Terminal

=1- Emulation
i Modes
- Emacs
b apped Feys
L Advanced fap akey... | Edit... [Delete

[=]- Appearance
W'”d':'w — Other mappings

ng F"E ¥ Backspace zends delete

[=I- Printifig

L pdwanced " Delete sends backspace
- FmodemZmodemn
— CUA zettings
[T Uze'windows copy and paste hotkeys
Cancel |

If you’re feeling adventurous, you’re welcome to make other changes to settings as you see fit.
Ultimately, click OK.
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Using SecureCRT

Launch SecureCRT. Assuming you (or somebody) has already created and configured a session for
nice.fas.harvard.edu, you should see a window like the below.

li5 Connect _ O] x|
38| xR X ek
i . .||_|r'.|.:::;"
4 cfal harvard edu
- fasharvard edu
3 hosharvard. edu
3 nice fas harvard edu
@ wally. eecs. harvard. edu
@ wjh.harvard. edu
¥ Show dialog on startup [T Openin atab
| Connect I Cloze

Highlight nice. fas.harvard.edu by clicking it, then click Connect. If you see a window like the
below, click Accept & Save.

NewHostkey x|

The hozt key zent by the zerver is different from
! 5 the host key stared in the host kep database for
nice.faz. harvard. edu (1400247 34.118], port 22, This may mean
that a hostile party has "hijacked" your connection
and vau are hat connected bo the server you zpecified.

It iz recommended pou verfy your host key before accepting.

Server's hozst key fingerprint [(MDS hash):
ef:2f: 750 F0: 4 :Bh: 1 a:56:d0: 31 ea: b2 28:8h:d4

Aocept Once | Cancel |
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Provide your username and password if prompted. A window like the below should then appear,
possibly with additional text and a different prompt.

= nice.fas.harvard.edu - SecureCRT 10| x|
File Edik Yew Options Transfer Scriptk Tools  Help

=z Prohikhited

= ESLIMmaTY
=]

Ready |ssh2: AES-256 |13, 20 |24Rows, 80Cols WTIOD | | v

At this point, you have successfully SSHed to nice.fas.harvard.edu and are thus in control of
your account! To execute a command, type it (¢.g., nano questions.txt), then hit Enter.

May that you never have to read all of these directions again!
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